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Apache LicenseVersion 2.0, January 200- http: /TERMS AND CONDITIONS FOR USE,
REPRODUCTION, AND DISTRIBUTION 1. Definitions.&quotiLicense@quot; shall mean the terms and dit for use, il as defined
by Sections 1 through 9 of this document.&quot;Licensor&quot; shall mean the copyright owner or entity authorized by the copyrightowner that is granting the
License.&quot;Legal Entity&quot; shall mean the union of the acting entity and all other entitiesthat control, are controlled by, or are under common control
with that entity.For the purposes of this definition, &quot;control&quot; means (i} the power, direct orindirect, to cause the direction or management of such
entity, whether bycontract or otherwise, or (i) ownership of fifty percent (50%) or more of theoutstanding shares, or (iii) beneficial ownership of such
i (or &quot shall mean an individual or Leqal Entity exercising iSSi d by this licen: form
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Apache Commons Collections (maven:commons-collections:commons-collections:3.2.1)

4 Known Vulnerabilities

B ¢azjol= AFAE

FotE  critical 1 1 High 2 3

Medium : 0

B fofEol siZE 7hE 2E S HE AL Lot

3.2.2.redhat-2

Has no known vulnerabilities

B #ojzio] el Jha Al wH Ae elun

20040616

Has no known vulnerabilities

AL
N CVE-2015-6420

BDsA BDSA-2017-2285

Description

Apache Commeon Collections and Apache Synapse contain a vulnerability that allows for remote code execution (RCE) via crafted specialized objects. Failed attempts will cause a denial of service (DoS) attack.

View BDSA record

AlAZ 20174 128 142 | OHX| 9 4%
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Apache Commons Collections (maven:commons-collections:commons-collections:

4 Known Vulnerabilities
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3.2.2.redhat-2

Has no known vulnerabilities

Black Duck Security Advisory

Apache Synapse and Apache Commons Collection Vulnerable to Remote Code Execution (RCE) During Object De-serialization

HAlR: 2017-12-14 | RICI0]E: 2020-03-27

* Description

Apache Common Collections and Apache Synapse contain a vulnerability that allows for remote code execution (RCE) via crafted specialized objects. Failed attempts
will cause a denial of service (DoS) attack.

* How to fitit

Fix Available

* Commit 1
e Commit 2
* Commit 3
* Commit 4

* Commit 5

No Workaround

Fixed in Apache Synapse version 3.0.1 by this commit.

The latest stable release are available here.

¢ Scores

Fixed in In Apache Commons Collections version 3.2.2 by this commit and this commit.

Fixed in In Apache Commons Collections 4.1-r1 by the following commits:

BDSA-2017-2285
Qverall 85 1G
Overall(Temporal 8.5
AL}
Base 9.8
nvD CVE-2015-6420 - Exploitabillity 3.9
Impact 5.9
BDsA BDSA-2013°2285
>
Description m
Apache Common Colleffiins and Apache Synapse contain a vulnerability that alloj BDSA-2017-2285
View BDSA record | Overall 85 HIGH
A Overall(Temporal) 8.5
HAE 201749 122 142 | ORX[of 3 20209 038 272 | AMAH falxp
Base 7.5
Exploitabillity 10
Impact 6.4
=]
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——— - B CVE R ZMof o/

¥ HA0| O Al) CVE-2019-6592

HER HH B HAE OFR 9 AH e CWE
BDsa BDSA-2021-3731 84 CRITICAL 2021-12-10 2023-01-20 CWE-502
NVD/BDSAO||A ZAEl
NvD CVE-2021-44228 10 CRITICAL 2021-12-10 2023-04-04 CWE-400, CWE-502, CWE-20, CWE-917 "
x| M 3H0|
L =] = -
NvD CVE-2022-23848 g8 CRITICAL 2022-02-21 2022-03-01
NvD CVE-2021-4125 81 HIGH 2022-08-25 2023-03-29 CWE-400, CWE-502, CWE-20
ND CVE-2022-33915 7 HIGH 2022-06-17 2022-07-06 YRR TR )
D CVE-2021-4104 75 HIGH 2021-12-14 5022-10-06 Apache Logdj Vulnerable to Remote Code Execution (RCE) Through LDAP Access via JNDI
and Specially Crafted Log Messages o |- _I "'|- "'l-O |
- FIAIZ: 2021-12-10 | Y HIOIE: 2023-01-20 E = J__’ *l-O 2
NVD CVE-2021-45046 2 CRITICAL 2021-12-15 2023-06-27 i - I = = © Tk
= Description
Bosa BDSA-2021-3779 75 HIGH 2021-12-15 2023-02-07 Apache Log4j, as used in many popular services, is vulnerable to improperly allowing lightweight directory access
protocol (LDAP) access via Java naming and directory interface (JNDI). A remote attacker able to supply the end

application with specially crafted input that is then processed by the Log4j subcomponent could cause the
execution of arbitrary Java code. **Note** - log4j-api packages by themselves do not contain the vulnerable
functionality and are therefore unaffected. log4j-core packages and the upstream overarching source repository
are affected. - A previously suggested mitigation of setting environment variable
“LOGA4J_FORMAT_MSG_NO_LOOKUPS=true" is not recommended. This mitigation has been proven inadequate
against this vulnerability. - This vulnerability is partially fixed in [*"2.15.0-rc2**](https://github.com/apache/logging-
log4j2/releases/tag/log4j-2.15.0-rc2) by [this](https://github.com/apache/logging-
log4j2/commit/001aaada7dab82c3c09cde5f8e14245dc9d8b454) commit and [this]
(https//github.com/apache/logging-log4j2/commit/bac0d8a35c7e354a0d3f706569116dff6c6bd658) commit. These 1
fixes were deemed incomplete. See BDSA-2021-3779 (CVE-2021-45046) for more details. This vulnerability is listed
as exploitable by the Cybersecurity &amp; Infrastructure Security Agency in their [Known Exploited Vulnerabilities
Catalog](https:/mww.cisa.gov/known-exploited-vulnerabilities-catalog).

* How to fix it

Fix Available
Fixed in versions:

* 2.16.0-rc1 by this commit
* 2.12.2-rc1 by this commit and this commit.
* 2.3.1-rc1 by this commit and this commit.

The latest releases can be found here.

NOTE: It is recommended to upgrade to version 2.17.0. This recommendation is due to related
vulnerabilities (BDSA-2021-3779, CVE-2021-45046) affecting the version that this vulnerability is fixed in.

Workaround

The vendor states that &gt; This issue can be mitigated in prior releases (&It**2.16.0*%) by removing

Copyright© KMSH 2= ZX| Corporation. All rights Reserved. 20
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> log4j
> log4j
> log4j
> log4j
? log4j
log4j
> log4j
> log4j
> log4j
v Apache Log4j
Description
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1.0 Apache License 2.0
1.1 Apache License 2.0
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1l

2021-08-26 o 0 0 0
2021-11-17 o 0 0 0
2022-01-13 o 0 0 0
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@ httpsy//github.com/apache/logging-log4j2

@ http://logging.apache.org/log4j/2 x/log4j-sIf4j-impl/
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2 new vulnerabilities found in Apache Kafka 2_8.1-rc1 affecting choi_scan_test_20230808_3 Default Detect Version

New

CVE-2022-24917 (BDSA-2022-2610), BDSA-2023-0235

1 vulnerability updated for Apache Tomcat 8.5.11 affecting jake_cmd_test1 version2_my_board_master

Updated

BDSA-2023-0357

1 new vulnerabilities found in JSch 0.1.50 affecting jake_cmd_test1 version2_my_board_master

New

CVE-2016-5725 (BDSA-2016-1723)

4 new vulnerabilities found in Apache HttpClient 3.0 affecting jake_cmd_testi version2_my_board_master

New

BDSA-2012-0025, CVE-2020-13956 (BDSA-2020-2701), BDSA-2014-0126, EDSA-2014-01

2023-08-08

2023-08-08

2023-08-08

2023-08-08

ALA|ZH 3o}
Notifications

F|U4H 2t
Notification LH&

<SM>

* POLICY_OVERRIDE

* RULE_VIOLATION

* VULNERABILITY

* LICENSE_LIMIT

* RULE_VIOLATION_CLEAR
ED

* PROJECT

* PROJECT_VERSION

* BOM_EDIT

* VERSION_BOM_CODE_LO
CATION_BOM_COMPUTED

* COMPONENT_UNKNOWN
_VERSION



Top Licenses

2023-08-01 8 -~ 2023-08-08

[=HE &

SM.CommonLib

atob-umd

OpensSSL

Result : 3 7

Top Components

2023-08-01 8 -~ 2023-08-08

Unknown License

GMU General Public License v2.0 or later

OpensSsL License

Result : 3 &
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Contact

KMS H3=2X|

www.kmstech.co.kr/Contact www.kmstech.co.kr/business_report

dlot

H O] X| www.kmstech.co.kr

2 A 02-6925-0803 7" ms

O| info@kmstech.co.kr Technology

re

Ho


https://www.kmstech.co.kr/Contact
https://www.kmstech.co.kr/business_report
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